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We are the oldest and most trusted
federal law enforcement agency

POSTAL
INSPECTION
SERVICE
FOUNDED IN

s 1789
FBI FOUNDED IN 1908
ATF FOUNDED IN 1972

DEA FOUNDED IN 1973
CBP FOUNDED IN 2003




“"Who ARE those guys?”

- Butch Cassidy and the Sundance Kid




Secure the Nation's Ensure Public Trust Protect the
Mail System in the Mail Postal Service
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4 POSTAL INSPECTION SERVICE
= NATIONAL FORENSIC LABORATORY




WE ENFORCE MORE THAN
200 FEDERAL STATUTES
RELATED TO:

/ Narcotics / Mail Fraud
/ Violent Crimes / Mail Theft

/ Cybercrimes / And more...

/ Dangerous Mail
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WORKING GROUPS

« Financial Industry Mail Security Initiative

» DOJ’s Bank Fraud

« Securities & Commodities

* Mortgage Fraud

* International Mass Marketing Fraud

« National Center for Disaster Fraud

« National Cyber Forensics and Training Alliance

PARTNERSHIPS

* Alberta

* Saskatchewan

* Toronto Strategic

* Vancouver Strategic Alliance
* Universal Postal Union

TASK FORCES

* President’s Identity Theft Task Force

* President’s Financial Fraud Enforcement Task Force

* Joint Terrorism Task Force

* High Intensity Drug Trafficking Areas Program

* International Organized Crime Intelligence and Operations Center
« Fusion Center at Organized Crime Drug Enforcement Task Force



WHO WE ARE

Ensuring the safety of Postal Service
employees; the security of the U.S. Mail®, its
employees, and customers; the security of the
U.S. Mail system; and ensure the American
public’s continued trust in the U.S. Mail.

* Approximately 600
uniformed officers

21 Facilities/Divisions
Nationwide
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WHO WE ARE
FORENSIC INVESTIGATORS

Our mission is to conduct
examinations and analyses
of evidential items, offer
expert testimony and

provide training in support

of Inspection Service
Investigations.




WHO WE ARE

NATIONAL LAW ENFORCEMENT COMMUNICATION CENTER

Located in Fort Worth, TX, and
Dulles, VA

Maintains over 10,500 alarm
panels, after hours phone
coverage and in the event of
emergent situation, they dispatch
the information to the
appropriate duty Inspector.



WHAT DOES IT ALL ADD UP T0?

MAIL DELIVERY POINTS: 160 MILLION TAX DOLLARS

PIECES OF MAIL: 142.6 BILLION

U.S. POSTAL INSPECTION SERVICE EMPLOYEES: 2,425 Z E R 0 l
o

POSTAL INSPECTORS: 1,262

INVESTIGATIONS: 5,964
ARRESTS: 5,759






Safeguard your family members from scammers! Individuals who receive unwanted calls from
suspicious numbers and solicitors can block calls to avoid becoming fraud victims. Scammers
will attempt to trick victims into sending money in the form of cash, checks, money orders,
and gift/bank cards.

Take these steps to prevent your loved ones from being victimized:

Mobile Phones Landline Phones

Contact your wireless phone service Contact your local phone company
company to learn how to receive call- to request assistance with call
blocking support and assistance and blocking services to ensure your
options on how to send suspicious home phone can block unwanted
calls straight to voicemail. scam calls.

Register Your Phone Numbers to Block Robocalls

National Do Not Call List National Do Not Call Registy Website
1-888-382-1222 or donotcall.gov
1-866-290-4236 (TTY)

UNITED STATES POSTAL uspis.gov
INSPECTION SERVICE 1-877-876-2455




WHAT IS IT? BE SMART!

Callers pose as legitimate businesses trying = DO NOT provide any personal information
to sell services or products. Or they represent — just hang up!

themselves as a bank with a question about = Consider signing up for call-blocking services
your account, or a federal agency notifying with your phone company.

you of an issue. If you're screening calls, you
may be tempted to pick up because it looks
like a local call from a neighbor.

{~ SEE THE RED FLAG!

They ask for personal and financial information WHERR T0 DeT iy
like your Social Security number or bank = Tell a friend or family member.
account number. = File areport at uspis.gov or call 1-877-876-2455.
Our investigation starts with your report.
WHAT TO KNOW If you have been targeted or fallen victim to
= Scammers use apps and other technology a scam, take action to help yourself and
to mask their names and numbers. safeguard others.

= Legitimate businesses, banks, and federal
agencies will not ask for personal and
financial information over the phone.

= Be skeptical about answering private or
blocked numbers — if it's important, they will
leave a message.

UNITED STATES POSTAL uspis.gov
INSPECTION SERVICE 1-877-876-2455
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AV0ID WIRE

If you realize that a loved one has wired money, contact the vendor. ACT QUICKLY to intercept
a wire transfer in progress. If the recipient has not yet accepted the payment order, it may (no
guarantees) be flagged and stopped. Time is of the essence!

Have the tracking number available, along with the individual’'s name and phone number.
Western Union MoneyGram

Call the Customer Service number at Family members can call MoneyGram at
1-800-448-1492 or its Consumer Fraud 1-800-666-3947 (select your preferred language,
number at 1-800-325-6000 (select your then choose option 5). Non-family members
preferred language, then say “fraud related should call MoneyGram'’s general Customer Care
question™). Center at 1-800-926-9400.

UNITED STATES POSTAL uspis.gov
INSPECTION SERVICE 1-877-876-2455



e \
1 VU = )

w’hat”to.k.ndvv.l about theni an& how to avoid them

WHAT IS IT? BE SMART!

You receive a call or email from someone = DO NOT send any money!

claiming to be a friend or family member, = Guard your personal and financial information
or from a medical, professional, or very closely. Share only with trusted persons.

government agency.

= Maintain updated information for family,

R~ SEE THE RED FLAG! friends, and frequent business contacts.

They want you to send money or share your = [f contacted by email, mark them as SPAM.

personal information, and they pressure you If contacted by phone, hang up and BLOCK

to act fast. the number.

WHAT TO KNOW WHERE TO GET HELP
Legitimate entities and government agencies =« Tell a friend or family member.
will not call you to request money. « File areport at uspis.gov or call 1-877-876-2455.

UNITED STATES POSTAL
INSPECTION SERVICE

uspis.gov
1-877-876-2455




BE SMART!

IRS IMP

What to know about them and how to avoid them

WHAT IS IT?

A person calls and says they are a representative

from the Internal Revenue Service (IRS).

ft» SEE THE RED FLAG!

They say you owe back taxes and that you
need to pay immediately or else you'll be
arrested, sued, or deported.

WHAT TO KNOW

= The IRS will contact you by mail.

= Scammers use technology to alter caller ID.

The phone numbers can appear to be from
government agencies.

BE SMART!

= DO NOT send any money!

= Guard your personal and financial information
very closely. Share only with trusted persons.

WHERE TO GET HELP

« Tell a friend or family member.

= File areport at uspis.gov or call 1-877-876-2455.
Our investigation starts with your report.
If you have been targeted or fallen victim to
a scam, take action to help yourself and
safeguard others.

UNITED STATES POSTAL uspis.gov
INSPECTION SERVICE 1-877-876-2455
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at to know about them and how to avoid them

WHAT IS IT? BE SMART!

A person calls and says they are your = DO NOT send any money!

grandchild or other loved one, and they need = Be suspicious — do not confirm or give any
your help with an emergency — a medical personal information.

Crieie or ioge! sruble. = Call your loved one or another family member
R SEE THE RED FLAG! to verify the emergency.

They urgently need you to send money, and = If contacted by email, mark them as SPAM.

may insist on secrecy. If contacted by phone, hang up and BLOCK
WHAT TO KNOW 1he (e

The caller may have obtained information WHERE TO GET HELP
about your personal contacts online. = Tell a friend or family member.
This will make the impersonation seem real. « File areport at uspis.gov or call 1-877-876-2455.

UNITED STATES POSTAL uspis.gov
INSPECTION SERVICE 1-877-876-2455
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WHAT IS IT? BE SMART!

d how to avoid them

Someone asks you to send money (wired funds, « DO NOT accept or transfer money to
cash, checks, or gift cards) and instructs you to anyone unknown to you!

send the money (or some part of it) to someone « DO NOT accept a job that asks you to
else. They may ask you to open a new bank transfer money.

account to receive deposits.
R~ SEE THE RED FLAG!

= DO NOT send money to collect a prize.

WHERE TO GET HELP

Being a money mule involves you in money

laundering. You are accepting and forwarding = Tell a friend or family member.

stolen money, which exposes you to civil « File areport at uspis.gov or call 1-877-876-2455.
and/or legal consequences. Our investigation starts with your report.

WHAT TO KNOW

If you have been targeted or fallen victim to

a scam, take action to help yourself and
= If a bank deems a check to be fraudulent or safeguard others.

have insufficient funds available, you may be
responsible for repayment.

= You risk having your personally identifiable
information stolen and used by the scammers.

UNITED STATES POSTAL
INSPECTION SERVICE

uspis.gov
1-877-876-2455




WHAT IS IT? BE SMART!

You receive a message from someone wanting « DO NOT send or pass on any money!
to establish a relationship that may evolve « STOP the conversation.
into a romance.

= DO NOT provide your personal or financial
- SEE THE RED FLAG! information.

‘tl'hey ask you tt(t)1 ser;:9 mon:ty I'so n?:g can travel WHERE TO GET HELP
0 see you, or they desperately money : z
for an emergency. They may ask you to receive  *® Tell a friend or family member.
money from others on their behalf, and forward = File a report at uspis.gov or call 1-877-876-2455.
it according to their instructions. Our investigation starts with your report.

If you have been targeted or fallen victim to
WHAT TO KNOW a scam, take action to help yourself and
= Scammers use fake dating profiles and safeguard others.

stolen identities.

Scammers often say they are active or retired
military officials who do not have access to
their accounts.

UNITED STATES POSTAL uspis.gov
INSPECTION SERVICE 1-877-876-2455
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Victim: This is the thing | had the most trouble with. | had
his pictures in my house for a year. | talked to this quy for
so long. Even when | was told it was scam, my feelings

didn’t change. They didn’t go away. Nobody understands
that. They've brainwashed you.




" What to know about them and how to avoid them

WHAT IS IT? BE SMART!

You are asked to receive mail or packages = DO NOT accept packages at your address
and ship them to someone else. You think from people or companies unknown to you.
it's @ work-from-home job, or helping a charity, , DO NOT entertain offers from people who want
or a favor for a friend or sweetheart. you to reship mail and/or packages.

&~ SEE THE RED FLAG! = [f you receive a package from someone you
Criminals seek your participation to smuggle do not know, refuse the package or return the
illegally purchased goods out of the country. package to sender.

These purchases are made with stolen debit/ WHERE TO GET HELP

credit cards, gift cards, and other stolen monies. ¥ 4
L ; = Tell a friend or family member.

WHAT TO KNOW « File areport at uspis.gov or call 1-877-876-2455.
= They will likely provide you counterfeit Our investigation starts with your report.
postage to reship the stolen goods. If you have been targeted or fallen victim to
If you deposit counterfeit checks or money a scam, take action to help yourself and
orders into your personal bank account, safeguard others.
you may be responsible for repayment.
You may be held civilly and/or criminally
responsible for your participation.

UNITED STATES POSTAL uspis.gov
INSPECTION SERVICE 1-877-876-2455
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WHAT IS IT?

You receive a call, an email message, or a
mailpiece notifying you that you have won
money or a prize.

ft» SEE THE RED FLAG!

To claim your winnings, you have to pay taxes
and various fees by sending payments via cash,
money order, wire transfer, or credit/debit card.
WHAT TO KNOW

= Winning is always FREE.

= Taxes and fees are never paid upfront.

= If you did not enter the sweepstakes or
purchase a lottery ticket, you cannot win.

BE SMART!
= DO NOT send any money!

= DO NOT provide any personal or financial
information.

=« DO NOT engage with the scammers.

WHERE TO GET HELP

= Tell a friend or family member.

= File areport at uspis.gov or call 1-877-876-2455.
Our investigation starts with your report.
If you have been targeted or fallen victim to
a scam, take action to help yourself and
safeguard others.

UNITED STATES POSTAL uspis.gov
INSPECTION SERVICE 1-877-876-2455






DS Ty, Jeff Fields
L Postal Inspector

U.S. Postal Inspection Service




For more information go to www.uspis.gov Follow us on: o @ O



http://www.uspis.gov/

